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Abstract
Efficient and expressive comparison of sequences is an essential procedure for learning with se-
quential data. In this article we propose a generic framework for computation of similarity mea-
sures for sequences, covering various kernel, distance and non-metric similarity functions. The
basis for comparison is embedding of sequences using a formal language, such as a set of natu-
ral words, k-grams or all contiguous subsequences. As realizations of the framework we provide
linear-time algorithms of different complexity and capabilities using sorted arrays, tries and suffix
trees as underlying data structures.

Experiments on data sets from bioinformatics, text processing and computer security illustrate
the efficiency of the proposed algorithms—enabling peak performances of up to 106 pairwise com-
parisons per second. The utility of distances and non-metric similarity measures for sequences as
alternatives to string kernels is demonstrated in applications of text categorization, network intru-
sion detection and transcription site recognition in DNA.
Keywords: string kernels, string distances, learning with sequential data

1. Introduction

Sequencesof discretesymbolsareoneof the fundamentaldatarepresentationsin computersci-
ence.A greatdealof applications—fromsearchenginesto documentranking,from gene�nding to
predictionof proteinfunctions,from network surveillancetools to anti-virusprograms—critically
dependon analysisof sequentialdata. Providing an interfaceto sequentialdatais thereforean
essentialprerequisitefor applicationsof machinelearningin thesedomains.

Machinelearningalgorithmshavebeentraditionallydesignedfor vectorialdata—probablydue
to theavailability of well-de�ned calculusandmathematicalanalysistools. A largebodyof such
learningalgorithms,however, canbeformulatedin termsof pairwiserelationshipsbetweenobjects,
which imposesa muchlooserconstrainton thetypeof datathatcanbehandled.Thus,a powerful
abstractionbetweenalgorithmsanddatarepresentationscanbeestablished.

The mostprominentexampleof suchabstractionis kernel-basedlearning (e.g.,Müller et al.,
2001;Scḧolkopf andSmola,2002)in which pairwiserelationshipsbetweenobjectsareexpressed
by a Mercerkernel,aninnerproductin a reproducingkernelHilbert space.Following theseminal
work of Boseret al. (1992),variouslearningmethodshave beenre-formulatedin termsof kernels,
suchasPCA (Scḧolkopf et al., 1998b),ridgeregression(Cherkassky et al., 1999),ICA (Harmeling
et al., 2003)andmany others. Although the initial motivation for the “kerneltrick” wasto allow
ef�cient computationof aninnerproductin high-dimensionalfeaturespaces,theimportanceof an
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abstractionfrom datarepresentationhasbeenquickly realized(e.g.,Vapnik,1995). Consequently
kernel-basedmethodshave beenproposedfor non-vectorialdomains,suchasanalysisof images
(e.g.,Scḧolkopf etal.,1998a;Chapelleetal.,1999),sequences(e.g.,Jaakkolaetal.,2000;Watkins,
2000;Zienetal., 2000)andstructureddata(e.g.,CollinsandDuffy, 2002;Gärtneretal., 2004).

Althoughkernel-basedlearninghasgainedsigni�cant attentionin recentyears,aMercerkernel
is only oneof many possibilitiesfor de�ning pairwiserelationshipsbetweenobjects. Numerous
applicationsexist for which relationshipsarede�ned asmetric or non-metricdistances(e.g.,An-
derberg, 1973;Jacobset al., 2000;von Luxburg andBousquet,2004),similarity or dissimilarity
measures(e.g.,Graepeletal., 1999;Rothetal., 2003;LaubandMüller, 2004;Laubetal., 2006)or
non-positive kernelfunctions(e.g.,Onget al., 2004;Haasdonk,2005).It is thereforeimperative to
addresspairwisecomparisonof objectsin amostgeneralsetup.

The aim of this contribution is to develop a general framework for pairwisecomparisonof
sequences.Its generalityis manifestedby the ability to handlea large numberof kernel func-
tions, distancesandnon-metricsimilarity measures.From considerationsof ef�ciency, we focus
on algorithmswith linear-time asymptoticcomplexity in the sequencelengths—atthe expenseof
narrowing thescopeof similarity measuresthatcanbehandled.For example,we do not consider
super-linear comparisonalgorithmssuchasthe Levenshteindistance(Levenshtein,1966)andthe
all-subsequenceskernel(Lodhi etal., 2002).

The basisof our framework is embeddingof sequencesin a high-dimensionalfeaturespace
usinga formal language, aclassicaltool of computersciencefor modelingsemanticsof sequences.
Someexamplesof suchlanguageshave beenpreviously usedfor string kernels,suchasthe bag-
of-words,k-gramor contiguous-subsequencekernel. Our formalizationallows oneto usea much
largersetof possiblelanguagesin a uni�ed fashion,for examplesubsequencesde�ned by a �nite
setof delimitersor position-dependentlanguages.A furtheradvantageof embeddingusingformal
languagesis separationof embeddingmodelsfrom algorithms,which allows one to investigate
differentdatastructuresto obtainoptimalef�ciency in practice.

Several datastructureshave beenpreviously consideredfor speci�c similarity measures,such
ashashtables(Damashek,1995),sortedarrays(Sonnenburg et al., 2007),tries(Leslieet al., 2002;
Shawe-TaylorandCristianini,2004;Riecketal.,2006),suf�x treesusingmatchingstatistics(Vish-
wanathanandSmola,2004),suf�x treesusingrecursive matching(Rieck et al., 2007)andsuf�x
arrays(TeoandVishwanathan,2006).All of thesedatastructuresallow oneto developlinear-time
algorithmsfor computationof certainsimilarity measures.Most of themarealsosuitablefor the
generalframework developedin this paper;however, certaintrade-offs exist betweentheir asymp-
totic run-timecomplexity, implementationdif�culty andrestrictionson embeddinglanguagesthey
canhandle.To provide an insight into theseissues,we proposeandanalyzethreedatastructures
suitablefor our framework: sortedarrays, tries andsuf�x treeswith anextensionto suf�x arrays.
Themessageof ouranalysis,supportedby experimentalevaluation,is thatthechoiceof anoptimal
datastructuredependson theembeddinglanguageto beused.

This article is organizedasfollowed: In Section2 we review relatedwork on sequencecom-
parison.In Section3 we introducea generalframework for computationof similarity measuresfor
sequences.Algorithmsanddatastructuresfor linear-time computationarepresentedin Section4.
Weevaluatetherun-timeperformanceanddemonstratetheutility of distinctsimilarity measuresin
Section5. Thearticleis concludedin Section6
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2. Related Work

Assessingthe similarity of two sequencesis a classicalproblemof computerscience. First ap-
proaches,thestringdistancesof Hamming(1950)andLevenshtein(1966),originatedin thedomain
of telecommunicationfor detectionof erroneousdatatransmissions.Thedegreeof dissimilaritybe-
tweentwo sequencesis determinedby computingtheshortesttraceof operations—insertions,dele-
tions andsubstitutions—thattransformonesequenceinto the other(Sankoff andKruskal,1983).
Applicationsin bioinformaticsmotivatedextensionsand adaptionsof this concept,for example
de�ning sequencesimilarity in termsof localandglobalalignments(NeedlemanandWunsch,1970;
SmithandWaterman,1981).However, similarity measuresbasedon theHammingdistancearere-
strictedto sequencesof equallengthandmeasuresderivedfrom theLevenshteindistance(e.g.,Liao
andNoble,2003;Vert et al., 2004),comeat thepriceof computationalcomplexity: No linear-time
algorithmfor determiningthe shortesttraceof operationsis currentlyknown. Oneof the fastest
exactalgorithmsrunsin O. n2=logn/ for sequencesof lengthn (MasekandPatterson,1980).

A differentapproachto sequencecomparisonoriginatedin the�eld of informationretrieval with
thevectorspaceor bag-of-wordsmodel(Saltonet al., 1975;Salton,1979).Textual documentsare
embeddedinto a vectorspacespannedby weightedfrequenciesof containedwords.Thesimilarity
of two documentsis assessedby aninner-productbetweenthecorrespondingvectors.Thisconcept
wasextendedto k-grams—k consecutive charactersor words—inthe domainof naturallanguage
processingandcomputerlinguistic (e.g.,Suen,1979;CavnarandTrenkle,1994;Damashek,1995).
The ideaof determiningsimilarity of sequencesby an inner-productwasrevived in kernel-based
learningin theform of bag-of-wordskernels(e.g.,Joachims,1998;Drucker et al., 1999;Joachims,
2002) and variousstring kernels(e.g.,Zien et al., 2000; Leslie et al., 2002; Vishwanathanand
Smola,2004).Moreover, researchin bioinformaticsandtext processingadvancedthecapabilitiesof
stringkernels,for example,by consideringgaps,mismatchesandpositionsin sequences(e.g.,Lodhi
et al., 2002;Leslie et al., 2003;Leslie andKuang,2004;RousuandShawe-Taylor, 2005;Rätsch
et al., 2007).Thecomparisonframework proposedin this articlesharestheconceptof embedding
sequenceswith all of theabovekernels,in factmostof thelinear-timestringkernels(e.g.,Joachims,
1998;Leslieetal., 2002;VishwanathanandSmola,2004)areenclosedin theframework.

A further alternative for comparisonof sequencesarekernelsderived from generative proba-
bility models,suchasthe Fisherkernel(Jaakkola et al., 2000)andthe TOP kernel(Tsudaet al.,
2002). Provided a generative model, for examplea HMM trainedover a corpusof sequencesor
modeledfrom prior knowledge,thesekernelfunctionsessentiallycorrespondto inner-productsof
partialderivativesover modelparameters.Theapproachenablesthedesignof highly speci�c sim-
ilarity measureswhich exploit the rich structureof generative models,for example,for prediction
of DNA splicesites(RätschandSonnenburg, 2004). Therun-timecomplexity of thekernelcom-
putation,however, is determinedby thenumberof modelparameters,so thatonly simplemodels
yield run-timelinearin thesequencelengths.Moreover, obtainingasuitableparameterestimatefor
aprobabilisticmodelcanbedif�cult or eveninfeasiblein practicalapplications.

3. Similarity Measures for Sequential Data

Before introducingthe framework for computationof similarity measures,we needto establish
somebasicnotation.A sequencex is a concatenationof symbolsfrom analphabetA . Thesetof
all possibleconcatenationsof symbolsfrom A is denotedby A ∗ andthesetof all concatenations
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of lengthk by A k. A formal language L � A ∗ is any setof �nite-length sequencesdrawn from A
(Hopcroft andMotwani, 2001). The lengthof a sequencex is denotedby jxj andthe sizeof the
alphabetby jAj . A contiguoussubsequencew of x is denotedby w v x, apre�x of x by w v p x and
asuf�x by w v s x. Alternatively, asubsequencew of x rangingfrom positioni to j is referredto as
x[i:: j ].

3.1 Embedding Sequences using a Formal Language

The basisfor embeddingof a sequencex is a formal languageL, whoseelementsaresequences
spanningan jLj-dimensionalfeaturespace. We refer to L as the embeddinglanguage and to a
sequencew 2 L asa word of L. Thereexist numerouswaysto de�ne L re�ecting particularaspects
of applicationdomains,yet we focuson threede�nitions that have beenwidely usedin previous
research:

1. Bag-of-words. In thismodel,L correspondsto asetof wordsfrom anaturallanguage.L can
beeitherde�ned explicitly by providing a dictionaryor implicitly by partitioningsequences
accordingto asetof delimitersymbolsD � A (e.g.,Salton,1979;Joachims,2002).

L D Dictionary(explicit); L D . A nD/ ∗ (implicit):

2. K-grams andblended k-grams. For thecaseof k-grams(in bioinformaticsoftenreferredto
ask-mers),L is thesetof all sequencesof lengthk (e.g.,Damashek,1995;Leslieetal.,2002).
Themodelof k-gramscanfurtherbe “blended”by consideringall sequencesfrom length j
up to k (e.g.,Shawe-TaylorandCristianini,2004).

L D A k (k-grams); L D
k[

iD j

A i (blendedk-grams):

3. Contiguous sequences. In themostgeneralcase,L correspondsto thesetof all contiguous
sequencesor alternatively to blendedk-gramswith in�nite k (e.g.,VishwanathanandSmola,
2004;Riecketal., 2007).

L D A ∗ or L D
¥[

iD1

A i:

NotethatthealphabetA in theembeddinglanguagesmayalsobecomposedof highersemantic
constructs,suchas naturalwords or syntactictokens. In thesecasesa k-gram correspondsto k
consecutivewordsor tokens,andabag-of-wordsmodelscouldrepresenttextualclausesor phrases.

GivenanembeddinglanguageL, a sequencex canbemappedinto thejLj-dimensionalfeature
spaceby calculatinga function f w. x/ for every w 2 L appearingin x. Theembeddingfunction8
for asequencex is givenby

8 : x 7! . f w. x// w∈L with f w. x/ :D occ. w;x/ � Ww (1)

whereocc. w;x/ is thenumberof occurrencesof w in thesequencex andWw aweightingassigned
to individualwords.Alternatively occ. w;x/ maybede�ned asfrequency, probabilityor binary�ag
for theoccurrencesof w in x.
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While thechoiceanddesignof anembeddinglanguageL offer a largedegreeof �e xibility , it is
oftennecessaryto re�ne theamountof contributionfor eachwordw2 L, for exampleit is acommon
practicein text processingto ignorestopwordsandtermsthatdonotcarrysemanticcontent.In the
embeddingfunction(1) suchre�nementis realizedby theweightingtermWw. Thefollowing three
weightingschemesfor de�ning Ww havebeenproposedin previousresearch:

1. Corpus dependent weighting. TheweightWw is basedontheoccurrencesof w in thecorpus
of sequences(seeSaltonet al., 1975).Most notableis theinversedocumentfrequency (IDF)
weighting,in whichWw is de�ned over thenumberof documentsN andthefrequency d. w/
of w in thecorpus.

Ww D log2N � log2d. w/ C 1:

If occ. w;x/ is the frequency of w in x, theembeddingfunction(1) correspondsto thewell-
known termfrequency andinversedocumentfrequency (TF-IDF) weightingscheme.

2. Length dependent weighting. TheweightWw is basedon thelengthjwj (seeShawe-Taylor
andCristianini, 2004;VishwanathanandSmola,2004), for example,so that longerwords
contributemorethanshorterwordsto a similarity measure.A commonapproachis de�ning
Ww usingadecayfactor0 � l � 1.

Ww D l −|w|:

3. Position dependent weighting. The weight Ww is basedon the positionof w in x. Vish-
wanathanandSmola(2004)proposeadirectweightingscheme,in whichWw is de�ned over
positionalweightsW. k;x/ for eachpositionk in x as

Ww D Wx[i.. j] D
j

å
kDi

W. k;x/:

An indirectapproachto positiondependentweightingcanbeimplementedby extendingthe
alphabetA with positionalinformationto QA D A � N, sothateveryelement. a;k/ 2 QA of the
extendedalphabetis apairof asymbola andapositionk.

The introducedweightingschemescanbe coupledto further re�ne the embeddingbasedon
L, for example,in text processingthe impactof a particulartermmight be in�uenced by the term
frequency, inversedocumentfrequency andits length.

3.2 Vectorial Similarity Measures for Sequences

With anembeddinglanguageL athand,wecannow expresscommonvectorialsimilarity measures
in thedomainof sequences.Table1and2 list well-knownkernelanddistancefunctions(seeVapnik,
1995;Scḧolkopf andSmola,2002;Webb,2002)in termsof L. Thehistogramintersectionkernel
in Table1 derivesfrom computervision (seeSwain andBallard,1991;Odoneet al., 2005)andthe
Jensen-Shannondivergencein Table2 is de�ned usingH. x;y/ D xlog 2x

xCy C ylog 2y
xCy .

A furtherandratherexotic classof vectorialsimilarity measuresaresimilarity coef�cients (see
SokalandSneath,1963;Anderberg, 1973).Thesecoef�cients have beendesignedfor comparison
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Kernel k. x;y/

Linear å w∈L f w. x/ f w. y/

Polynomial
�
å w∈L f w. x/ f w. y/ C q

� p

Sigmoidal tanh
�
å w∈L f w. x/ f w. y/ C q

�

Gaussian exp
�
−d.x,y/2

2s2

�

Histogramintersection å w∈L min. f w. x/; f w. y//

Table1: Kernelfunctionsfor sequentialdata.

Distance d. x;y/

Manhattan å w∈L jf w. x/ � f w. y/ j

c2 distance å w∈L
.f w.x/−f w.y//2

f w.x/C f w.y/

Canberra å w∈L
|f w.x/−f w.y/|
f w.x/C f w.y/

Minkowskip å w∈L jf w. x/ � f w. y/ j p

Distance d. x;y/

Chebyshev maxw∈L jf w. x/ � f w. y/ j

Geodesic arccoså w∈L f w. x/ f w. y/

Hellinger2 å w∈L
.
p

f w. x/ �
p

f w. y// 2

Jensen-Shannon å w∈L H. f w. x/; f w. y//

Table2: Distancefunctionsfor sequentialdata.

of binaryvectorsandoftenexpressnon-metricproperties.They areconstructedusingthreesum-
mationvariablesa;b andc, whichre�ect thenumberof matchingcomponents(1=1), left mismatch-
ing components(0=1) andright mismatchingcomponents(1=0) in two binary vectors. Common
similarity coef�cients aregiven in Table3. For applicationto non-binaryvectorsthe summation
variablesa;b;c canbeextendedin termsof anembeddinglanguageL (Riecketal., 2006):

a D å
w∈L

min. f w. x/; f w. y//;

b D å
w∈L

[f w. x/ � min. f w. x/; f w. y// ] ;

c D å
w∈L

[f w. y/ � min. f w. x/; f w. y// ] :

Theabove de�nition of a matchesthehistogramintersectionkernelk provided in Table1, so that
alternatively all summationvariablescanbeexpressedby

a D k. x;y/; b D k. x;x/ � k. x;y/; c D k. y;y/ � k. x;y/: (2)

Sim. Coeff. s. x;y/

Simpson a=min. aC b;aC c/

Jaccard a=.aC bC c/

Braun-Blanquet a=max. aC b;aC c/

Czekanowski,
Sørensen-Dice

2a=.2aC bC c/

Sim. Coeff. s. x;y/

Kulczynski(1) a=.bC c/

Kulczynski(2) 1
2. a=.aC b/ C a=.aC c//

Otsuka,Ochiai a=
p

. aC b/. aC c/

Sokal-Sneath,
Anderberg

a=.aC 2. bC c//

Table3: Similarity coef�cients for sequentialdata
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Hence,onecanconsiderthesimilarity coef�cients given in Table3 asvariationsof thehistogram
intersectionkernel,for example,theJaccardcoef�cient canbeformulatedsolelyin termsof k:

s. x;y/ D
a

aC bC c
D

k. x;y/
k. x;x/ C k. y;y/ � k. x;y/

:

3.3 A Generic Framework for Similarity Measures

All of thesimilarity measuresintroducedin theprevioussectionsharea similar mathematicalcon-
struction: an inner component-wisefunction is aggregatedover eachdimensionusing an outer
operator, for example,the linearkernelis de�ned asthesumof component-wiseproductsandthe
Chebyshev distanceasthemaximumof component-wiseabsolutedifferences.

One can exploit this sharedstructureto derive a uni�ed formulation for similarity measures
(Riecketal., 2006,2007),consistingof aninnerfunctionmandanouteroperator� asfollows

s. x;y/ D
M

w∈L

m. f w. x/; f w. y//: (3)

For conveniencein laterdesignof algorithms,weintroducea“multiplication” operator
 which
correspondsto executingthe� operationk times.Thus,for any n 2 N andx 2 R, wede�ne 
 as

x
 n :D x� : : : � x| {z }
n

:

Given the uni�ed form (3), kernelanddistancefunctionspresentedin Table1 and2 canbe
re-formulatedin termsof � andm. Adaptationof similarity coef�cients to the uni�ed form (3)
involvesa re-formulationof thesummationvariablesa, b andc. Theparticularde�nitions of outer
andinnerfunctionsfor thepresentedsimilarity measuresaregivenin Table4. Thepolynomialand
sigmoidalkernelsaswell astheGeodesicdistancearenotshown sincethey canbeexpressedusing
a linearkernel. For theChebyshev distancetheoperator
 representsthe identity function,while
for all othersimilarity measuresit representsamultiplication.

Kernel � m. x;y/
Linear C x� y
Histograminters. C min. x;y/

Sim. Coef. � m. x;y/
Variablea C min. x;y/
Variableb C x� min. x;y/
Variablec C y� min. x;y/

Distance � m. x;y/
Manhattan C jx� yj
c2 distance C . x� y/ 2=.xC y/
Canberra C jx� yj=. xC y/
Minkowskip C jx� yj p

Chebyshev max jx� yj
Hellinger2 C .

p
x�

p
y/ 2

Jensen-Shannon C H. x;y/

Table4: Uni�ed formulationof similarity measures.

As a laststeptowardsthedevelopmentof comparisonalgorithms,we needto addressthehigh
dimensionalityof the featurespaceinducedby the embeddinglanguageL. The uni�ed form (3)
theoreticallyinvolvescomputationof m over all w 2 L, which is practicallyinfeasiblefor mostL.
Yet thefeaturespaceinducedby L is sparse,sinceasequencex comprisesonly a limited numberof
contiguoussubsequences—atmost. jxj2C jxj/=2subsequences.As aconsequenceof thesparseness
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only very few termsf w. x/ andf w. y/ in theuni�ed form (3) havenon-zerovalues.Weexploit this
factby de�ning m. 0;0/ D e, wheree is theneutralelementfor theoperator� , sothatfor any x 2 R

holds
x� e D x; e � x D x:

By assigningm. 0;0/ to e, the computationof a similarity measurecanbe reducedto cases
whereeitherf w. x/ > 0or f w. y/ > 0,asthetermm. 0;0/ doesnotaffecttheresultof expression(3).
Wecannow re�ne theuni�ed form (3) by partitioningthesimilarity measuresinto conjunctiveand
disjunctivemeasuresusinganauxiliary functionQm:

s. x;y/ D
M

w∈L

Qm. f w. x/; f w. y//:

1. Conjunctive similarity measures. The inner function m only accountspairwisenon-zero
components,sothatfor any x 2 R holdsm. x;0/ D e andm. 0;x/ D e.

Qm. x;y/ D

(
m. x;y/ if x > 0 and y > 0

e otherwise.

Kernel functionsfall into this class,except for the distance-basedRBF kernel. By usinga
kernel to expresssimilarity coef�cients as shown in expression(2), similarity coef�cients
alsoexhibit theconjunctiveproperty.

2. Disjunctive similarity measures. The inner functionm requiresat leastonecomponentto
benon-zero,otherwisem. 0;0/ D e holds.

Qm. x;y/ D

(
m. x;y/ if x > 0 or y > 0

e otherwise.

Exceptfor theGeodesicdistance,all of thepresenteddistancesfall into this class.Depend-
ing on theembeddinglanguage,this classis computationalmoreexpensive thanconjunctive
measures.

As a result,any similarity measure,includingthosein Table1, 2 and3, composedof an inner
andouter function canbe appliedfor ef�cient comparisonof embeddedsequences,if (a) a neu-
tral elemente for theouterfunction � existsand(b) the inner functionm is eitherconjunctive or
disjunctive, thatis at leastm. 0;0/ D e holds.

4. Algorithms and Data Structures

Wenow introducedatastructuresandalgorithmsfor ef�cient computationof theproposedsimilarity
measures.In particular, we presentthreeapproachesdiffering in capabilitiesandimplementation
complexity covering simplesortedarrays,tries andgeneralizedsuf�x trees. For eachapproach,
we brie�y presentthe involved datastructure,provide a discussionof the comparisonalgorithm
andgive run-timeboundsfor extractionandcomparisonof embeddedsequences.Additionally, we
provide implementationdetailsthatimprove run-timeperformancein practice.

As an examplerunning throughthis sectionwe considerthe two sequencesx D abbaaand
y D baaaabfrom thebinaryalphabetA D f a;bg andtheembeddinglanguageof 3-grams,L D A 3.
For a datastructurestoringmultiple wordsw 2 L of possiblydifferentlengths,we denoteby k the
lengthof longestwords.
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4.1 Sorted Arrays

Data structure. A simple and intuitive representationfor storageof embeddedsequencesare
sortedarraysor alternatively sortedlists (Joachims,2002;Rieck et al., 2006;Sonnenburg et al.,
2007). Given an embeddinglanguageL anda sequencex, all wordsw 2 L satisfyingw v x are
maintainedin anarrayX alongwith their embeddingvaluesf w. x/ . Each�eld x of X consistsof
two attributes: the storedword word[x] andits embeddingvaluephi[x]. The lengthof an arrayX
is denotedby jXj. In orderto supportef�cient comparison,the�elds of X aresortedby contained
words,for example,usingthelexicographicalorderof thealphabetA . Figure1 illustratesthesorted
arraysof 3-gramsextractedfrom thetwo examplesequencesx andy.

X

word[x] phi[x]

abbj 1 baaj 1 bbaj 1

Y aaaj 2 aabj 1 baaj 1

Figure1: Sortedarraysof 3-gramsfor x D abbaaand y D baaaab. The numberin each�eld
indicatesthenumberof occurrences.

Algorithm. Comparisonof two sortedarraysX andY is carriedout by looping over the �elds
of both arraysin the mannerof merging sortedarrays(Knuth, 1973). During eachiteration the
inner function m is computedover containedwords and aggregatedusing the operator� . The
correspondingcomparisonprocedurein pseudo-codeis given in Algorithm 1. Herein,we denote
thecasewherea word w is presentin x andy asmatch andthecaseof w beingcontainedin either
x or y asmismatch. For run-timeimprovement,thesemismatchescanbeignoredin Algorithm 1 if
aconjunctivesimilarity measureis computed(cf. Section3.3).

Algorithm 1 Array-basedsequencecomparison
1: function COMPARE(X;Y : Array) : R

2: s e; i  1; j  1
3: while i � jXj or j � jYj do
4: x  X[i]; y  Y[ j]
5: if y D NIL or word[x] < word[y] then F Mismatchat x
6: s s� m. phi[x];0/
7: i  i C 1
8: else if x D NIL or word[x] > word[y] then F Mismatchat y
9: s s� m. 0;phi[y]/

10: j  j C 1
11: else F Matchat x andy
12: s s� m. phi[x];phi[y]/
13: i  i C 1; j  j C 1

14: return s
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Run-time. Thecomparisonalgorithmbasedon sortedarraysis simpleto implement,yet it does
not enablelinear-time comparisonfor all embeddinglanguages,for example,if L D A ∗. However,
sortedarraysenablelinear-time similarity measures,if thereexist O. jxj/ wordswith w v x, which
implies all w 2 L have no or constantoverlapin x. Examplesarethe commonbag-of-wordsand
k-gramembeddinglanguages.

Under theseconstraintsa sortedarray is extractedfrom a sequencex in O. kjxj/ time using
linear-time sorting,for example,radix sort (Knuth, 1973),wherek is the maximumlengthof all
wordsw 2 L in x. Thecomparisonalgorithmrequiresat mostjxj C jyj iterations,sothattheworst-
caserun-timeis O. k. jxj C jyj// . For extractionandcomparisontherun-timecomplexity is linearin
thesequencelengthsdueto theconstraintonconstantoverlapof words,whichimplieskjxj 2 O. jxj/
for any k andx.

Implementation notes. The simpledesignof the sortedarrayapproachenablesa very ef�cient
extension.If weconsideraCPUwith registersof b bits,werestrictthemaximumword lengthk, so
thateveryword �ts into aCPUregister. This restrictionenablesstorageandcomparisonoperations
to be performeddirectly on the CPU, that is operationson wordsw with jwj � k areexecutedin
O. 1/ time. Dependingon the sizeof the alphabetjAj and the CPU bits b, the maximumword
lengthis bb=log2 jAjc . In many practicalapplicationsonecanstronglybene�t from thisextensions,
ask is eitherboundedanyway, for example,for k-grams,or longerwordsareparticularrareand
do not increaseaccuracy signi�cantly. For exampleon current64 bit CPU architecturesonecan
restrictk to 32for DNA sequenceswith jAj D 4 andto k D 10for textualdocumentswith jAj � 64.
Alternatively, embeddedwordsmayalsoberepresentedusinghashvaluesof b bits,which enables
consideringwordsof arbitrarylength,but introducesaprobabilityfor hashcollisions(Knuth,1973).

Anotherextensionfor computationof conjunctive measuresusingsortedarrayshasbeenpro-
posedby Sonnenburg et al. (2007). If two sequencesx and y have unbalancedsizesjxj � jyj,
one loops over the shortersortedarray X and performsa binary searchprocedureon Y, in fa-
vor of processingboth sortedarraysin parallel. The worst-caserun-time for this comparisonis
O. k. jxj log2 jyj// , sothatonemayautomaticallyapplythis extensionif for two sequencesx andy
holdsjxj log2 jyj < jxj C jyj.

4.2 Tries

Data structure. A trie is a treestructurefor storageandretrieval of sequences.The edgesof a
trie arelabeledwith symbolsof A (Fredkin,1960;Knuth,1973).A pathfrom theroot to a marked
nodex representsa storedsequence,hereafterdenotedbyNx. A trie nodex containsa vectorof size
jAj linking to child nodes,abinary�ag to indicatetheendof asequencemark[x] andanembedding
valuephi[x].1 Thei-th child noderepresentingthei-th symbolin A is accessedvia child[x; i]. If the
i-th child is notpresentchild[x; i] D NIL.

A sequencesx is embeddedusinga trie X by storingall w 2 L with w v x andcorresponding
f w. x/ in X (Shawe-Taylor andCristianini,2004). Figure2 shows triesof 3-gramsfor thetwo ex-
amplesequencesx andy. Note,thatfor theembeddinglanguageof k-gramsconsideredin Figure2
all marked nodesare leaves,while for otherembeddinglanguagesthey may correspondto inner
nodes,for example,for thecaseof blendedk-grams,whereevery nodein a trie markstheendof a
sequence.

1. For convenience, we assume that child nodes are maintained in a vector, while in practice sorted lists, balanced trees
or hash tables may be preferred.
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mark[x]
phi[x]

X Y

a b a b

b a b a a

b a a a b a

(1) (1) (1) (2) (1) (1)

Figure2: Tries of 3-gramsfor x D abbaaand y D baaaab. The numberin brackets at leaves
indicatethenumberof occurrences.Markednodesaresquared.Whitenodesareimplicit
andnotmaintainedin acompacttrie representation.

Algorithm. Comparisonof two tries is performedasin Algorithm 2: Startingat the root nodes,
onerecursively traversesbothtriesin parallel.If thetraversalpassesatleastonemarkednodethein-
nerfunctionmis computedaseitheramatchingor mismatchingwordoccurred(Riecketal.,2006).
To simplify presentationof thealgorithm,we assumethatmark[NIL] returnsfalseandchild[NIL; i]
returnsNIL.

Algorithm 2 Trie-basedsequencecomparison
1: function COMPARE(X;Y : Trie) : R

2: s e
3: if X D NIL and Y D NIL then F Basecase
4: return s
5: for i  1; jAj do
6: x  child[X; i]; y  child[Y; i]
7: if mark[x] and not mark[y] then F Mismatchat x
8: s s� m. phi[x];0/

9: if not mark[x] and mark[y] then F Mismatchat y
10: s s� m. 0;phi[y]/

11: if mark[x] and mark[y] then F Matchat x andy
12: s s� m. phi[x];phi[y]/

13: s s� COMPARE. x;y/

14: return s

Run-time. The trie-basedapproachenableslinear-time similarity measuresover a larger setof
formallanguagesthansortedarrays.For trieswerequireall w2 L with wv x to haveeitherconstant
overlap in x or to be pre�x of anotherword, for example,as for the blendedk-gramembedding
languages.

To determinetherun-timecomplexity on tries,we needto considerthe following property:A
trie storingn wordsof maximumlengthk hasdepthk andat mostkn nodes.Thus,a sequencex
containingO. jxj/ wordsof maximumlengthk is embeddedusinga trie in O. kjxj/ run-time.As an

11
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invariantfor thecomparisonprocedure,thenodesx andy in Algorithm 2 stayat thesamedepthin
eachrecursion.Hence,thecomparisonalgorithmvisits at mostkjxj C kjyj nodes,which resultsin
a worst-caserun-timeof O. k. jxj C jyj// . Theextractionandcomparisonrun-timeis linear in the
sequencelengths,aswerequirewordsto eitherhaveconstantoverlap,which implieskjxj 2 O. jxj/ ,
or to bepre�x of anotherword,which impliesthatbothwordsshareanidenticalpathin thetrie.

Implementation notes. The�rst extensionfor thetrie datastructureis aggregationof embedding
valuesin nodes.If in Algorithm2amismatchoccursatnodex, thealgorithmrecursivelydescendsto
all child nodesof x. At thispoint,however, it is clearthatall nodesbelow x will alsobemismatches,
asall wordsw with Nx v p w arenot presentin the comparedtrie. This fact canbe exploited by
maintaininganaggregatedvaluej x ateachnodex givenby

j x :D
M

w∈I

f w. x/ with I D f w 2 L jNx v p wg:

Insteadof recursively descendingatamismatchingnodex, oneusesj x to retrievetheaggregationof
all lower embeddingvalues.Theextensionallows disjunctive similarity measuresto becomputed
asef�cient asconjunctivemeasuresataworst-caserun-timeof O. kmin. jxj; jyj// .

The secondextensionoriginatesfrom the closerelationof tries andsuf�x trees. The nodes
of a trie canbe classi�ed asimplicit if they link to only onechild nodeandasexplicit otherwise.
By iteratively removing implicit nodesandappendingtheir labelsto edgesof explicit parentnodes
oneobtainsa compacttrie (cf. Knuth, 1973;Gus�eld, 1997). Edgesarelabeledby subsequences
encodedusing indicesi and j pointing to x[i:: j ]. The major bene�t of compacttries is reduced
spacecomplexity, which decreasesfrom O. kjxj/ to O. jxj/ independentof themaximumlengthk
of storedwords.

4.3 Generalized Suffix Trees

Data structure. A generalizedsuf�x tree(GST)is acompacttrie containingall suf�x esof asetof
sequencesx1; : : : ;xl (Gus�eld, 1997).Everypathin aGSTfrom therootto aleafcorrespondsto one
suf�x. A GSTis obtainedby extendingeachsequencexi with adelimiter$i =2 A andconstructinga
suf�x treefrom theconcatenationz D x1$1 : : :xl$l .

For eachGSTnodev wedenoteby children[v] thesetof child nodes,
root

v

depth[v]

length[v]

by length[v] thenumberof symbolson the incomingedge,by depth[v]
the total numberof symbolson the path from the root nodeto v and
by phi[v; i] the numberof suf�x es of xi passingthroughnodev. As
every subsequenceof xi is a pre�x of somesuf�x, phi[v; i] re�ects the
occurrences(alternatively frequency or binary�ag) for all subsequences
terminatingon theedgeto v. An exampleof aGSTis givenin Figure3.

In the remainingpart we focus on the caseof two sequencesx and y delimited by $1 and $2,
computationof similarity measuresoverasetof sequencesbeingastraightforwardextension.

Algorithm. Computationof similarity measuresis carriedout by traversinga GSTin depth-�rst
order(Rieck et al., 2007). An implementationin pseudo-codeis given in Algorithm 3. At each
nodev theinnerfunctionm is computedusingphi[v;1] andphi[v;2]. To accountfor differentwords
alonganedgeandto supportvariousembeddinglanguagesthefunctionFILTER is employed,which
selectsappropriatecontributionssimilar to the weightingintroducedby VishwanathanandSmola

12
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a $1 $2 b
(2,4) (2,2)

a $1 b aa $2 baa$1

(1,3) (1,1) (1,1)

a $1 b$2 $2 baa$1 aab$2 $1

(0,2)

ab$2 b$2

Figure3: Generalizedsuf�x treefor x D abbaa$1 andy D baaaab$2. Thenumbersin bracketsat
eachinnernodev correspondto phi[v;1] andphi[v;2]. Edgesareshown with associated
subsequencesinsteadof indices.

(2004). At a nodev the function takeslength[v] anddepth[v] of v asargumentsto determinehow
much the nodeand its incomingedgecontribute to the similarity measure,for example,for the
embeddinglanguageof k-gramsonly nodesup to apathdepthof k needto beconsidered.

Algorithm 3 GST-basedsequencecomparison
1: function COMPARE(X;Y : A ∗) : R

2: T  CONCAT. X;Y/
3: S SUFFIXTREE. T/
4: return TRAVERSE. root[S]/

5: function TRAVERSE(v : Node): R

6: s e
7: for c  children[v] do
8: s s� TRAVERSE. c/ F Depth-�rst traversal

9: n  FILTER. length[v];depth[v]/ F Filter wordsonedgeto v
10: s s� m. phi[v;1];phi[v;2]/ 
 n
11: return s

Algorithm 4 shows a �lter function for k-grams. The �lter returns0 for all edgesthat do not
correspondto ak-gram,eitherbecausethey aretooshallow or toodeepin theGST, andreturns1 if
ak-gramterminateson theedgeto anodev.

Algorithm 4 Filter functionfor k-grams,L D A k

function FILTER(v : Node): N

if depth[v] � k and depth[v] � length[v] < k then
return 1

return 0

13
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Another exampleof a �lter is given in Algorithm 5. The �lter implementsthe embedding
languageL D A ∗. Theincomingedgeto a nodev contributesto a similarity measureby length[v],
becauseexactly length[v] contiguoussubsequencesterminateon theedgeto v.

Algorithm 5 Filter functionfor all contiguoussubsequences,L D A ∗

function FILTER(v : Node): N

return length[v]

Thebag-of-wordsmodelcanbeimplementedeitherby encodingeachwordasasymbolof A or
by augmentingnodesto indicatethepresenceof delimitersymbolsonedges.Furtherde�nitions of
weightingschemesfor stringkernels,whicharesuitablefor Algorithm3,aregivenbyVishwanathan
andSmola(2004).

Run-time. Suf�x treesarewell-known for theirability to enhancerun-timeperformanceof string
algorithms(Gus�eld, 1997). The advantageexploited herein is that a suf�x tree comprisesa
quadraticamountof information,namelyall suf�x es,in a linear representation.Thus,a GST en-
ableslinear-time computationof similarity measures,evenif a sequencex containsO. jxj2/ words
andtheembeddinglanguagecorrespondsto L D A ∗.

Therearewell-known algorithmsfor linear-timeconstructionof suf�x trees(e.g.,Weiner,1973;
McCreight,1976;Ukkonen,1995),sothata GSTfor two sequencesx andy canbeconstructedin
O. jxj C jyj/ usingtheconcatenationz D x$1y$2 . As aGSTcontainsatmost2jzj nodes,theworst-
caserun-timeof any traversalis O. jzj/ D O. jxj C jyj/ . Consequently, computationof similarity
measuresbetweensequencesusinga GST canbe realizedin time linear in the sequencelengths
independentof thecomplexity of L.

Implementation notes. In practicetheGSTalgorithmmaysuffer from high memoryconsump-
tion, dueto storageof child nodesandsuf�x links. To alleviate this probleman alternative data
structurewith similar properties—suf�x arrays—wasproposedby ManberandMyers (1993). A
suf�x arrayis anintegerarrayenumeratingthesuf�x esof a sequencez in lexicographicalorder. It
canbe constructedin linear run-time,however, algorithmswith super-linear run-timearesurpris-
ingly fasteron real-world data(seeManziniandFerragina,2004;ManiscalcoandPuglisi,2007).

Abouelhodaet al. (2004)proposea genericprocedurefor replacingsuf�x treeswith enhanced
suf�x array, for example,asperformedfor thestringkernelcomputationof TeoandVishwanathan
(2006).Thisprocedureinvolvesseveralauxiliarydatastructuresfor maintenanceof child nodesand
suf�x links. In our implementationwefollow adifferentapproachbasedonthework of Kasaietal.
(2001a)andKasaiet al. (2001b). Using a suf�x arrayandan arrayof longest-commonpre�xes
(LCP) for suf�x es,wereplacethetraversalof theGSTby loopingoverageneralizedsuf�x arrayin
lineartime.

Applicationof suf�x arraysreducesmemoryrequirementsby a factorof 4. About 11jzj bytes
arerequiredfor themodi�ed GSTalgorithm: 8 bytesfor a suf�x andinversesuf�x array, 2 bytes
for sequenceindicesandon average1 byte for an LCP array. In comparison,a suf�x treeusu-
ally requiresover 40jzj bytes(Abouelhodaet al., 2004)andthe enhancedsuf�x arrayof Teo and
Vishwanathan(2006)about19jzj bytes.
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5. Experiments and Applications

In orderto evaluatetherun-timeperformanceof theproposedcomparisonalgorithmsin practiceand
to investigatethe effect of differentsimilarity measureson sequentialdata,we conductedexperi-
mentson realworld sequences.We choseninedatasetsfrom thedomainsof bioinformatics,text
processingandcomputersecurity. Detailsabouteachdataset,containedsequencesandreferences
aregivenin Table5.

Name Sequence type # jAj jxjµ Reference
Bioinformatics
ARTS DNA sequences 46794 4 2400 Sonnenburg etal. (2006)
C.Elegans DNA sequences 10025 4 10000 WormbaseWS120
SPROT Proteinsequences 150807 23 467 O'Donovanetal. (2002)
Text processing
Reuters Newsarticles 19042 92 839 Lewis (1997)
Heise Newsarticles 30146 96 1800 www.heise.de
RFC Text documents 4589 106 49954 www.rfc-editor.org
Computersecurity
HIDS Systemcall traces 25979 83 156 Lippmannetal. (2000)
NIDS Connectionpayloads 21330 116 1274 Lippmannetal. (2000)
Spam Emailsbodies 33702 176 1539 Metsisetal. (2006)

Table5: Datasetsof sequences.Thenumberof sequencesin eachsetis denotedby #, thealphabet
sizeby jAj andtheaveragesequencelengthby jxjµ.

5.1 Run-time Experiments

Thelinear-timealgorithmspresentedin Section4 build ondatastructuresof increasingcomplexity
and capability—sortedarraysare simple but limited in capabilities,tries are more involved, yet
they do not cover all embeddinglanguagesandgeneralizedsuf�x treesarerelatively complex and
supportthe full rangeof embeddinglanguages.In practice,however, it is the absoluteand not
asymptoticrun-timethatmatters.Sincetheabsoluterun-timeis affectedby hiddenconstantfactors,
dependingondesignandimplementationof analgorithm,it canonly beevaluatedexperimentally.

Thereforeeachalgorithm was implementedusing enhancementscovered in implementation
notes.In particular, for Algorithm 1 we incorporated64-bit variablesto realizea sorted64-bit ar-
ray, for Algorithm 2 we implementeda compacttrie representationandfor Algorithm 3 we used
generalizedsuf�x arraysin favor of suf�x trees.For eachof thesealgorithmsweconductedexperi-
mentsusingdifferentembeddinglanguagesto assesstherun-timeon thedatasetsgivenin Table5.

We appliedthe following experimentalprocedureand averagedrun-time over 10 individual
runs:500sequencesarerandomlydrawn from adatasetanda500� 500matrix is computedfor the
Manhattandistanceusingachosenembeddinglanguage.Therun-timeof thematrixcomputationis
measuredandreportedin pairwisecomparisonspersecond.Note,thatdueto thesymmetryof the
Manhattandistanceonly . n2 C n/=2 comparisonsneedto beperformedfor ann� n matrix.
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Figure4: Run-timeof sequencescomparisonover word k-gramsfor differentalgorithms.The x-
axisgivestheword k-gramlengths.They-axisshows thenumberof comparisonopera-
tionspersecondin log-scale.

Embedding language: bag-of-words. As a �rst embeddinglanguage,we considerthe bag-of-
wordsmodel. Sincenaturalwordscanbede�ned only for textual data,we limit the focusof this
experimentto text datasetsin Table 5. In particular, we usethe embeddinglanguageof word
k-grams—covering the classic“bag of words” asword 1-grams—byusingan alphabetof words
insteadof characters.Eachsymbolof the alphabetis storedin 32 bits, so that up to 232 different
wordscanberepresented.Experimentsareconductedfor valuesof k rangingfrom 1 to 8.

Figure4 shows therun-timeperformanceof the implementedalgorithmsasa functionof k on
theReuters,HeiseandRFCdatasets.Thesortedarrayapproachsigni�cantly outperformstheother
algorithmson all datasets,yet it canonly beappliedfor k � 2, asit is limited to 64 bits. For small
valuesof k suf�x arraysrequiremoretime for eachcomparisoncomparedto compacttries,while
for k > 5 their performanceis similar to compacttries. This differenceis explainedby thenumber
of uniquek-gramsnx in eachsequencex. For smallvaluesof k oftenholdsnx < jxj, so thata trie
comparisonrequiresO. k. nx C ny// time in contrastto O. jxj C jyj/ for a suf�x array. The worse
run-timeperformanceon theRFCdatasetis dueto longersequences.

Embedding language: k-grams. For this experimentwe focuson the embeddinglanguageof
k-grams,which is not limited to aparticulartypeof sequences,sothatexperimentswereconducted
for all datasetsin Table5. In contrastto theprevioussetup,k-gramsareassociatedwith theoriginal
alphabetof eachdataset: DNA basesand proteinsfor bioinformatics,charactersfor texts, and
systemcallsandbytesfor computersecurity. For eachdatasetthevalueof k is variedfrom 1 to 19.

Therun-timeasa functionof k for eachdatasetandalgorithmis givenin Figure5. Thesorted
arrayapproachagainyieldsthebestperformanceonall datasets.Moreover, thelimitation of sorted
arraysto 64 bits doesnot effect all datasets,sothat for DNA all k-gramlengthscanbecomputed.
The suf�x arrayslightly outperformsthe trie comparisonfor larger valueof k, as its worst-case
run-timeis independentof thelengthof k-grams.Absoluteperformancein termsof thenumberof
comparisonsperseconddiffersamongdatasetsdueto differentaveragesequencelengths.For data
setswith shortsequences(e.g.,HIDS, ARTS) performanceratesup to 106 comparisonspersecond
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Figure5: Run-timeof sequencescomparisonover k-gramsfor different algorithms. The x-axis
gives the k-gramlengths. The y-axis shows the numberof comparisonoperationsper
secondin log-scale.
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areattainable,while for datasetswith longersequences(e.g.,Spam,RFC)generallyupto 103 � 104

comparisonspersecondareachievableatbest.

5.2 Applications

We now demonstratethat the ability of our approachto computediversesimilarity measuresis
bene�cial in realapplications,especiallyin unsupervisedlearningscenarios.Our experimentsare
performedfor: (a)categorizationof newsarticles,(b) intrusiondetectionin network traf�c (c) tran-
scriptionstartsiterecognitionin DNA sequences.

Unsupervised text categorization. For this experimentnews articlesfrom the topics“Coffee”,
“Interest”, “Sugar” and“Trade” in the Reutersdatasetareselected.The learningtaskis to cate-
gorizethesearticlesusingclustering,without any prior knowledgeof labels.As preprocessingwe
remove all stopwordsandwordsthat occur in singlearticlesonly. We thencomputedissimilar-
ity matricesfor the Euclidean,ManhattanandJensen-Shannondistancesusing the bag-of-words
embeddinglanguageasdiscussedin Section3. Theembeddedarticlesare�nally assignedto four
clustersusingcompletelinkageclustering(seeDudaetal., 2001).

Figure6(a)showsprojectionsof theembeddedarticlesobtainedfrom thedissimilaritymatrices
usingmultidimensionalscaling(seeDudaetal.,2001).Althoughprojectionsarelimited in describ-
ing high-dimensionaldata,they visualizestructureand, thus,help to interpretclusteringresults.
For example,the projectionof the Euclideandistancesin Figure6(a) noticeablydiffers in shape
comparedto theManhattanandJensen-Shannondistances.

Theclusterassignmentsarepresentedin Figure6(b) andthedistribution of topic labelsamong
clustersis given in Figure6(c). For the Euclideandistancethe clusteringfails to unveil features
discriminative for articletopics,asthemajorityof articlesis assignedto asinglecluster. In compar-
ison, theManhattanandJensen-Shannondistanceallow categorizationof the topics“Coffee” and
“Sugar”, dueto observedhigh frequenciesof respective wordsin articles.However, theManhattan
distancedoesno allow discriminationof theothertwo topics,asbotharemixedamongtwo clus-
ters.TheJensen-Shannondistanceenablesbetterseparationof all four topics.Thetopics“Coffee”
and“Sugar” arealmostperfectlyassignedto clustersandthe topics“Interest” and“Trade” each
constitutethemajority in a respectivecluster.

Network intrusion detection. Network intrusiondetectionaimsto automaticallyidentify hacker
attacksin network traf�c. As labels for suchdataare hard to obtain in practice,unsupervised
learninghasgainedattentionin intrusiondetectionresearch.TheNIDS datasetusedfor the run-
time experiments(cf. Table5) is known to containmajorartifacts(seeMcHugh,2000). In order
to provide a fair investigationof the impactof varioussimilarity measureson detectionof attacks,
we generateda smallerprivate dataset. Normal traf�c was recordedfrom the membersof our
laboratoryby providing avirtual network. Additionally attackswereinjectedby asecurityexpert.

For thisexperimentwepursueanunsupervisedlearningapproachto network intrusiondetection
(Rieck andLaskov, 2007). The incomingbyte sequencesof network connectionsareembedded
usingthe languageof 5-grams,andZeta,an unsupervisedanomalydetectionmethodbasedon k-
nearestneighbors,is appliedover thefollowing similarity measures:theEuclidean,Manhattanand
Jensen-ShannondistanceandthesecondKulczynskicoef�cient (seeSection3.2).

ROC curves for the detectionof attacksin the network protocolsHTTP, FTP andSMTP are
shown in Figure7. Applicationof theJensen-ShannondistanceandsecondKulczynskicoef�cient
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Figure6: Clusteringof Reutersarticlesusingdifferentsimilarity measures(bag-of-words).

yield thehighestdetectionaccuracy. Over 78%of all attacksareidenti�ed with no false-positives
in anunsupervisedsetup.In comparison,theEuclideanandManhattandistancegive signi�cantly
lowerdetectionratesontheFTPandSMTPprotocols.Thepoordetectionperformanceof thelatter
two similarity measuresemphasizesthatchoosingadiscriminativesimilarity measureis crucialfor
achieving highaccuracy in aparticularapplication.

Transcription start site recognition. Thelastapplicationfocusesonrecognitionof transcription
startsites(TSS),whichmarkthebeginningof genesin DNA. WeconsidertheARTSdataset,which
compriseshumanDNA sequencesthateithercover theTSSof proteincodinggenesor have been
extractedrandomlyfrom theinterior of genes.Following theapproachof Sonnenburg et al. (2006)
thesesequencesareembeddedusingthelanguageof 6-gramsandasupportvectormachine(SVM)
anda baggedk-nearestneighborclassi�er aretrainedandevaluatedon the differentpartitionsof
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Figure7: ROCcurvesfor unsupervisedanomalydetectionon5-gramsof network connectionsand
attacksrecordedatour laboratory.
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Figure8: ROCcurvesfor supervisedandunsupervisedrecognitionof transcriptionstartsites(TSS)
on6-gramsof DNA sequences(ARTSdataset).

the dataset. Eachmethodis evaluatedfor the Euclideandistance,the Manhattandistanceand
the secondKulczynski coef�cient. As only 10% of the sequencesin the dataset correspondto
transcriptionstartsites,we additionallyapply the unsupervisedoutlier detectionmethodGamma
(Harmelingetal., 2006),which is similar to themethodemployedin thepreviousexperiment.

Figure8 shows the performanceachieved by the baggedk-nearestneighborclassi�er andthe
unsupervisedlearningmethod.2 Theaccuracy in bothsetupsstronglydependson thechosensim-
ilarity measures.The metric distancesyield betteraccuracy in the supervisedsetup. The second
Kulczynskicoef�cient andalso the Manhattandistanceperformsigni�cantly betterthan the Eu-
clideandistancein unsupervisedapplication.In theabsenceof labelsthesemeasuresexpressbetter
discriminative propertiesfor TSS recognition,that are dif�cult to accessthroughEuclideandis-
tances.For the supervisedapplication,the classi�cationperformanceis limited for all similarity

2. Results for the SVM are similar to the bagged k-nearest neighbor classifier and have been omitted.
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measures,as only somediscriminative featuresfor TSS recognitionare encapsulatedin k-gram
models(cf. Sonnenburg etal., 2006).

6. Conclusions

The framework for comparisonof sequencesproposedin this article providesmeansfor ef�cient
computationof a largevarietyof similarity measures,includingkernels,distancesandnon-metric
similarity coef�cients. Theframework is basedon embeddingof sequencesin a high-dimensional
featurespaceusingformal languages,suchask-grams,contiguoussubsequences,etc. Threeim-
plementationsof the proposedframework usingdifferentdatastructureshave beendiscussedand
experimentallyevaluated.

Although all threedatastructuresthat wereconsidered—sortedarrays,tries andgeneralized
suf�x trees—have asymptoticallylinear run-time,signi�cant differencesin the absoluterun-time
have beenobservedin our experiments.Theconstantfactorsareaffectedby variousdesignissues
illustratedby our remarkson implementationof the proposedalgorithms. In general,we have
observedaconsistenttrade-off betweenrun-timeef�ciency andcomplexity of embeddinglanguages
a particulardatastructurecanhandle.Sortedarraysarethemostef�cient datastructure;however,
theirapplicabilityis limited to k-gramsandbag-of-wordsmodels.Ontheotherendof thespectrum
aregeneralizedsuf�x trees(andtheir morespace-ef�cient implementationusingsuf�x arrays)that
canhandleunrestrictedembeddinglanguages—atacostof morecomplicatedalgorithmsandlower
ef�ciency. Theoptimaldatastructurefor computationof similarity measuresthusdependson the
embeddinglanguageto beusedin aparticularapplication.

Theproposedframework offersmachinelearningresearchersanopportunityto usea largeva-
riety of similarity measuresfor applicationsthatinvolve sequentialdata.Althoughanoptimalsim-
ilarity measure—asit is well known andhasbeenalsoobserved in our experiments—dependson
a particularapplication,the technicalmeansfor seamlessincorporationof varioussimilarity mea-
surescanbeof greatutility in practicalapplicationsof machinelearning.Especiallyappealingis the
possibility for ef�cient computationof non-Euclideandistancesover embeddedsequences,which
extendapplicablesimilarity measuresfor sequencesbeyondinner-productsandkernelfunctions.

In general,the proposedframework demonstratesan importantadvantageof abstractingdata
representation—intheform of pairwiserelationships—fromlearningalgorithms,which will hope-
fully motivatefurtherinvestigationof learningalgorithmsusingageneralform of suchabstraction.
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